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ELECTRO-MEDICAL EQUIPMENT CO. LIMITED

PRIVACY POLICY

1.0 INTRODUCTION

Electro-Medical Equipment Co. Limited ("EMECO") possesses personal information, including personal health information, (collectively “personal information”) in conducting its business of purging digital images.

2.0 PRIVACY COMMITMENT

EMECO is committed to protecting the personal information under its control by having: 

· principles and policies in place for the protection of personal information; 

· policies which limit access to personal information; 

· data security measures; 

· an individual or individuals to monitor privacy-related activities across all EMECO operations; and

· review of policies to ensure they are in compliance with current health privacy legislation and data protection practices.

EMECO uses reasonable efforts to balance the privacy right of individuals with the need to collect, use or disclose personal information for community purposes. 

3.0 GUIDING PRINCIPLES

The following principles are based on those contained in the Canadian Standards Association's Model Code for the Protection of Personal Information which is now Schedule 1 to the Personal Information Protection and Electronic Documents Act (PIPEDA), Statutes of Canada, 2000, c.6.

3.1 
PRINCIPLE 1 - ACCOUNTABILITY 

EMECO is responsible for personal information under its control and shall designate the individuals who are accountable for compliance with the following principles. 

3.1.1 

Accountability for EMECO's compliance with the principles rests with the Privacy Officer, even though other individuals within the EMECO may be responsible for the day-to-day collection and processing of personal information.  In addition, other individuals within the EMECO may be delegated to act on behalf of the Privacy Officer. 

3.1.2 

The identity of the individuals designated by EMECO to oversee compliance with the principles shall be made known upon request. 

3.1.3 

EMECO is responsible for personal information in its possession or custody, including such information that has been transferred to a third party for processing. EMECO shall use contractual or other means to provide a comparable level of protection while personal information is being processed by a third party. 

3.1.4 

EMECO shall implement policies and practices to give effect to the principles, including:

(a) implementing procedures to protect personal information; 

(b) establishing procedures to receive and respond to complaints and inquiries; 

(c) training staff and communicating to staff information about EMECO's policies and practices; and 

(d) developing information to explain EMECO's policies and procedures. 

3.2 
PRINCIPLE 2 - IDENTIFYING PURPOSES 

EMECO does not collect personal information in the normal course of its business.  In the event that EMECO collects personal information directly from individuals, the purposes for which it collects the information shall be identified at or before the time the information is collected. 

3.2.1 

In the event that EMECO collects personal information, EMECO shall document the purposes for which personal information is collected in order to comply with the Openness principle (Clause 3.8) and the Individual Access principle (Clause 3.9). 

3.2.2 

In the event that EMECO collects personal information, EMECO shall identify the purposes for which personal information is collected at or before the time of collection in order to determine the information needed to fulfil these purposes. The Limiting Collection principle (Clause 3.4) requires EMECO to collect only that information necessary for the purposes that have been identified.

3.2.3 

The identified purposes shall be specified at or before the time of direct collection to the individual from whom the personal information is collected. Depending upon the way in which the personal information is collected, this will be done orally or in writing.

3.2.4 

When personal information that has been collected directly is to be used for a purpose not previously identified, the new purpose shall be identified prior to use. Unless otherwise permitted by law, the consent of the individual is required before information can be used for that purpose. 

3.2.5 

Persons collecting personal information on behalf of EMECO shall be able to explain to individuals the purposes for which the information is being collected. 

3.3 
PRINCIPLE 3 - CONSENT AND NOTICE 

In the event that EMECO collects personal information from an individual, the knowledge and consent of the individual are required for the direct collection, use, or disclosure of personal information, except where legal, medical, or security reasons make it impossible or impractical to seek consent. Seeking consent may be impossible or inappropriate when the individual is a minor, seriously ill, mentally incapacitated, or where EMECO does not have a direct relationship with the individual. 

3.3.1 

If EMECO collects personal information, EMECO shall make a reasonable effort to ensure that the individual is advised of the purposes for which their personal information will be used. To make the consent meaningful, the purposes must be stated in such a manner that the individual can reasonably understand how the personal information will be used or disclosed by reference to such activities as planning, research, epidemiological research, clinical trials, and the production of statistics. 

3.3.2 

Individuals can give consent in many ways and the form of the consent sought by EMECO may vary, depending upon the circumstances and the type of information. In determining the form of consent to use, EMECO shall take into account the sensitivity of personal information.

3.3.3 

In obtaining consent or giving notice, the reasonable expectations of the individual are also relevant. Consent shall not be obtained through deception.

3.3.4 

At the time of direct collection, EMECO will provide appropriate mechanisms regarding refusal, access or correction of personal information. In certain circumstances, consent with respect to use or disclosure may be sought after the information has been collected but before use (for example, when EMECO wants to use information for a purpose not previously identified). EMECO will endeavour to ensure that the patient receives this notice at the time of original collection by a physician or other health care professional, or on a follow-up visit to discuss the results of laboratory tests.

3.3.5 

EMECO shall not, as a condition of the supply of a product or service, require an individual to consent to the collection, use, or disclosure of personal information beyond that required to fulfil its explicitly specified and legitimate purposes. 

3.3.6 

An individual may withdraw consent at any time, subject to legal or contractual restrictions and reasonable notice. EMECO shall inform the individual of the implications of such withdrawal. 

3.4 
PRINCIPLE 4 - LIMITING COLLECTION 

In the event that EMECO collects personal information, the collection of personal information shall be limited to that which is necessary for the purposes identified by EMECO. Information shall be collected by fair and lawful means. 

3.4.1 

EMECO shall not collect personal information indiscriminately. Both the amount and the type of information collected shall be limited to that which is necessary to fulfil the purposes identified. EMECO shall specify the type of information collected as part of its information-handling policies and practices, in accordance with the Openness principle (Clause 3.8). 

3.4.2 

EMECO shall not collect personal information by misleading or deceiving individuals about the purpose for which information is being collected. 

3.5 
PRINCIPLE 5 - LIMITING USE, DISCLOSURE, AND RETENTION 

Personal information shall not be used or disclosed for purposes other than those for which it was collected, except with the consent of the individual or as required by law. Personal information shall be retained only as long as necessary for the fulfilment of those purposes. 

3.5.1 

When personal information is used for a new purpose EMECO shall document this purpose (see Clause 3.2.1). 

3.5.2 

EMECO shall develop guidelines and implement procedures with respect to the retention of personal information. These guidelines shall include minimum and maximum retention periods. Personal information that has been used to make a decision about an individual shall be retained long enough to allow the individual access to the information after the decision has been made. EMECO shall ensure that legislative requirements with respect to retention periods are met or exceeded.

3.5.3 

Personal information that is no longer required to fulfil the identified purposes shall be destroyed, erased, or made anonymous. EMECO shall develop guidelines and implement procedures to govern the destruction of personal information. When identifiable personal information is maintained on a permanent basis, this will be indicated as part of the individual program's privacy policy and procedures. Where feasible, personal information will be anonymized a set number of years after the death of a patient, which would still allow such data to be used for research.

3.5.4 

EMECO shall develop and make public a detailed accounting of the various uses and disclosures of personal information under its control.

3.6 
PRINCIPLE 6 - ACCURACY 

Personal information shall be as accurate, complete, and up-to-date as is necessary for the purposes for which it is to be used. 

3.6.1 

The extent to which personal information shall be accurate, complete, and up-to-date will depend upon the use of the information, taking into account the interests of the individual. Information shall be sufficiently accurate, complete, and up-to-date to minimize the possibility that inappropriate information may be used to make a decision about the individual. 

3.6.2 

EMECO shall not routinely update personal information, unless such a process is necessary to fulfil the purposes for which the information was collected. 

3.6.3 

Personal information that is used on an ongoing basis, including information that is disclosed to third parties, shall generally be accurate and up-to-date, unless limits to the requirement for accuracy are clearly set out. 

3.7 
PRINCIPLE 7 - SAFEGUARDS 

Security safeguards appropriate to the sensitivity of the information shall protect personal information. The safeguards will protect personal information against loss or theft, as well as unauthorized access, disclosure, copying, use or modification, regardless of format in which the information is held. EMCO will make its employees aware of the importance of maintaining the confidentiality of personal information, and will exercise care in the disposal or destruction of personal information to prevent unauthorized parties from gaining access to the information

3.7.1 

The security safeguards shall protect personal information against loss or theft, as well as unauthorized access, disclosure, copying, use, or modification. EMECO will protect personal information regardless of the format in which it is held. 

3.7.2 

The nature of the safeguards will vary depending on the sensitivity of the information that has been collected, the amount, distribution, and format of the information, and the method of storage. 

3.7.3 

The methods of protection shall include:

(a) physical measures, such as locked filing cabinets and restricted access to offices;

(b) organizational measures, such as limiting access to personal;

(c) technological measures, if necessary, such as the use of passwords, encryption and protection of data-integrity. 

3.7.4 

EMECO shall make its employees, volunteers and students aware of the importance of maintaining the confidentiality of personal information. 

3.7.5 

Care shall be used in the disposal or destruction of personal information, to prevent unauthorized parties from gaining access to the information (see Clause 3.5.3).

3.7.6

Once EMECO takes possession of film, EMECO will perform the following:

(a) drums/gaylord boxes will be sealed with plastic wrap to prevent lost films or disclosure of personal information;

(b) product will remain in the presence of our staff and loaded onto our secured vehicle;

(c) product to be delivered to our secured warehouse;

(d) product to be weighed and sorted by authorized/trained staff who have been given a copy of our privacy policy;

(e) product will remain at our secured location from date of pickup and be destroyed within 30 – 60 day;

(f) letter of destruction to be sent to customer when destruction is complete.

3.8 
PRINCIPLE 8 - OPENNESS 

EMECO will make specific information about its policies readily available, except to the extent this is confidential commercial information.  The information EMECO will make available will include: how to gain access to personal information; the type of personal information held by EMECO, including a general account of its use; general information concerning our code and policies; what personal information is made available to related health facilities; and how to contact our privacy officer.

3.8.1 

EMECO shall be open about its policies and practices with respect to the collection, use, and disclosure of personal information. Individuals will be able to acquire information about EMECO's policies and practices without unreasonable effort. This information shall be made available in a form that is generally understandable. 

3.8.2 

The information made available shall include:

(a) the name or title, and the address, of the person(s) who is accountable for EMECO's policies and practices and to whom complaints or inquiries can be forwarded; 

(b) the means of gaining access to personal information held by EMECO;

(c) a description of the type of personal information held by EMECO, including a general account of its use; 

(d) a copy of any brochures or other information that explain EMECO's policies, standards, or codes; and 

(e) a list of the personal information that may be made available to other agencies, health care professionals and researchers. 

3.8.3 

EMECO shall make information on its policies and practices available in a variety of ways. 

3.9 
PRINCIPLE 9 - INDIVIDUAL ACCESS 

In the event that EMECO collects personal information, upon request, an individual shall be informed of the existence, use, and disclosure of his or her personal information and shall be given access to that information. An individual shall be able to challenge the accuracy and completeness of the information and have it amended as appropriate.  Exceptions to the access requirement will be limited and specific. The reasons for denying access shall be provided to the individual upon request. Exceptions may include information that is prohibitively costly to provide, information that contains references to other individuals, information that cannot be disclosed for legal, security, or commercial proprietary reasons, and information that is subject to solicitor-client or litigation privilege. 

3.9.1 

Upon request, EMECO shall inform an individual whether or not EMECO holds personal information about the individual and may indicate the source of this information. EMECO shall allow the individual access to this information. However, EMECO may choose to make sensitive medical information available through a medical practitioner. In addition, EMECO shall provide an account of the use that has been made or is being made of this information and an account of the third parties to which it has been disclosed. 

3.9.2 

An individual may be required to provide sufficient information to permit EMECO to provide an account of the existence, use, and disclosure of personal information. The information provided shall only be used for this purpose. 

3.9.3 

In providing an account of third parties to which it has disclosed personal information about an individual, EMECO should attempt to be as specific as possible. When it is not possible to provide a list of the organizations to which it has actually disclosed personal information about an individual, EMECO shall provide a list of organizations to which it may have disclosed such information about the individual. 

3.9.4 

EMECO will respond to an individual’s written request within a reasonable time (generally within 30 days).  We may require an individual to provide sufficient information to permit us to provide an account of the existence, use, and disclosure of personal information.  While our response will typically be provided at no cost to the individual, depending upon the nature of the request and the amount of information involved, we reserve the right to impose a cost.  In these circumstances, we will inform  the individual of the approximate cost to provide the response and proceed upon payment by the individual of the cost.

Where possible, we will indicate the source of the information.  In providing an account of third parties to which we may have disclosed personal information about an individual, we will attempt to be as specific as possible.  When it is not possible to provide a list of the organizations to which we have actually disclosed personal information, we will provide a list of organizations to which we may have disclosed the information. 

3.9.5 

In an individual successfully demonstrates the inaccuracy or incompleteness of information, EMECO will amend the information as required.  If a challenge is not resolved to the satisfaction of the individual, we will record the substance of the unresolved challenge.  Where appropriate the amended information or existence of the unresolved challenge, as the case may be, will be transmitted to third parties having access to the information in question.  In certain situations, we may refuse a request or not be able to provide access to all the personal information we hold about an individual.  Exceptions to the access requirement will be limited and specific, as permitted or required by law.  Where permitted, the reasons for denying access will be provided to the individual upon request, exceptions may include: information that contains references to other individuals or contains confidential or sensitive commercial information, where such information cannot be severed from the record; information collected in the course of investigating a breach of an agreement or in the course of a formal dispute resolution process; and information that is subject to solicitor – client privilege. 

3.9.6 

When an information challenge is not resolved to the satisfaction of the individual, EMECO shall record the substance of the unresolved challenge. When appropriate, the existence of the unresolved challenge shall be transmitted to third parties having access to the information in question. 

3.10 
PRINCIPLE 10 - CHALLENGING COMPLIANCE 

An individual shall be able to address a challenge concerning compliance with the above principles to the designated individual or individuals accountable for EMECO's compliance. 

Any individual can address a challenge concerning our compliance with our privacy policy, via the following channels:

Post:

Electro-Medical Equipment Co. Ltd.

120 West Beaver Creek,

Building A, Unit 5

Richmond Hill, Ontario

L4B 1L2

Attention: Privacy Officer

Phone:


1-800-263-5857

We will investigate all written complaints, if we find a complaint to be justified, we will take all appropriate measures.

3.10.1 

The individuals accountable for EMECO's compliance are discussed in Clause 3.1.1. 

3.10.2 

EMECO shall put procedures in place to receive, investigate and respond to complaints or inquiries about its policies and practices relating to the handling of personal information. The complaint procedures shall be easily accessible and simple to use. 

3.10.3 

EMECO shall inform individuals who make inquiries or lodge complaints of the existence of relevant complaint procedures. 

3.10.4 

EMECO shall investigate all complaints. If a complaint is found to be justified, EMECO shall take appropriate measures, including, if necessary, amending its policies and practices.

3.10.5

EMECO shall record all complaints and/or challenges to its policies and the resolution or the nature of any unresolved complaint and/or challenge.
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APPENDIX A - GLOSSARY

"anonymize" means to remove any information that a) identifies the individual; b) can be used or manipulated by a reasonably foreseeable method to identify the individual; or c) can be linked or matched by a reasonably foreseeable method to other information that identifies the individual. 

"collect" means to gather, acquire or obtain information by any means from any source outside EMECO.

"confidentiality" means the organization's obligation to protect the personal information with which it has been entrusted.

"disclose" means to make personal information available to an organization that is not an agent of EMECO.

"express consent" means any freely given, whether in writing, in person, electronically, by telephone, or by using a check-off box, specific and informed indication of an individual's wishes. 

"implied consent" means that an individual's consent is assumed if the purpose of the collection, use or disclosure of personal information is reasonably obvious or specific and detailed information on the purpose has been provided to the individual, and the individual has not expressly refused consent.

"individual" means the individual, whether living or deceased, with respect to whom the information is or was collected, used or disclosed.

"organization" includes a person, an association whether or not incorporated, a partnership, a health information custodian, or a trade union.

"personal information" means information which concerns an individual's health, medical history or past or future medical treatment, and is in a form that enables or could enable the individual to be identified.

"privacy" means the right of an individual to control the circulation of information about him/herself within social relationships; freedom from unreasonable interference in an individual's private life; an individual's right to protection of information regarding him/her against misuse or unjustified publication.

"research" means a systematic investigation designed to develop or establish principles, facts or generalizable knowledge, or any combination of the above, and includes the development, testing and evaluation of research.

"use" means to handle or deal with information, including to transfer the information to an agent of EMECO, but does not include to disclose the information. 
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